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Introduction and Objectives - 8059005[g¢: & qpSquSqaSyp:

ORES) 956 o Hackers 8303 qoqEomicden (a3) Matrix Reloaded §ogEaden Unix system cod9od
Trinity hacking cod[g8s 0699w oCqps "hacking” cpd[gE:adlge:dadendi hacker ood8sacloppCs
o3 965030903328l 29030 Command Line 6dl¢n 350060066 5{0307003 226 E[gESerdl

Command Line Interface (CLI) oo 820p8g8:3a0dgpd03seepeagnd cpdesmnESEd
ooodi command  line o392054ggC:0E  c0gpoden(gdBecdeuecdi a00deomE
2005200320%g8E8e0mp c3dlonudi

:6[gd CLI odogdioqoms command eogad text file cogen copdoptaaadsg8Ealonudi (scripts
88l Alonud)i gEonzangudaned: programming cod9[gddlooudu
oRSeondadane Windows, Linux cops OSX 603830305 226[gd command ¢ogj, tools cogeaclopE:

eagiegio3en0ll 65005800503 20808016035, GrRMyCeS:603320305 ABZepPeozed B33l
0odi 8ooCe§soneogGiadiognioyeadli agpimeamoddlsscopEiaepecpd qE:8og6oEagnimnd

General Windows, Linux and OSX commands
Basic network commands and tools, including
ping
tracert/traceroute
netstat
ipconfig/ifconfig

route
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Requirements and Setup - §opS:¢ $¢ c33259j05¢p:

Requirements - c3220gj05¢p:

ogjootasiongps [Gielgpodeoqs 63005310503 cd326donudi
Windows 0S ooaozeomn ap§lgjomondad:
Linux OS 0oEoozeom 0p§{gjomnondads
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Figure 2.1: General Network Setup
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Operating System: Windows - o3§[goxcopSucSeq:osd : Windows

eqpuaCaesaede0Rweon - 0g&eos50d Unix 06500000581 DOS 2%:e50m00[go8E3dloncdn CLI
e eod:e50m[gdcd CLI 03 oBtoo§eCoqpocdadlon 65005386001 UNIX oo "windows” interface
05693 32908[GE3A00S1 Bosdan 65§005edi Microsoft Windows $E sa0p PCyp: edleepadiomn

3loooSi

Windows 0o05c000m5E00[gI€5051 command prompt cdeslo3 DOS windows 006903 desktopedlen

9E3[030lo00d1 2§ §op[gEBies005 windows cogen Dos-a6(gdeomndde coqpagSelqp:ddcloncdi
Windows cogen Cllcogolesad|qdBe oo§j,.00 DosBox cdesl sdesoged(gbdlonudi gEanonanud Dos
05600p0dGoR0loR Sloet) Dos KPOdILLPEdM B3geddlon: 8wd 3BSEEqES elgrgdledd:

How to open a CLI window - CLI window o :08c§géecd
Windows 20:03:606027 3260860300320p0p0I01

1. Start Button 03860l
2. RUN o3egedli (Vista $E6500538: windows cogeecgod 83aso¢adeoypcodali)
3. Windows 95/98 o3:650005639€ command c8§05dl a3eupaddlon cmd c3§e5dl

4. col[giloeao3ClgEeny qealgds:

T e
icrosoft Windows HP [Uersion 5.1 .26HHA1] -
(C> Copyright 1985-2801 Microsoft Corp.
G:sWINDOUS system32 >
=i

5. 630053 command $¢ tools gpso? 3203 SEA
Commands and Tools (Windows/DOS)
command 6o RS[gEIPLESLEDEE$660REY  (20ROIGEIIREEE]IDER03 F2600H5IO
cosdlonodi Tools Gogmeo; - op&lglomapsndeayn’ §0d505g05g0iodesoodsedli host cog
(host &Bom1 R§0I05H903 §odeondoondl mp§lgjomeogadediomnd) o3gpego3ssdls host
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Commands

o0d:3600E:5Eed [oono3oomiadieogm 36003gpdotaeudsradimngsieagdl
22§, command o360, 320313205 0b 20058256900 0lod0dI

Command Purpose - qpSquSgo8
date 9053 [o38as (o8) 20cbecdel
time 2§ 03098 (o) 0cdgodab
ver MS-DOS (a3) Windows §, o2:q¢: [0300q$
dir Subdirectories qp: $& directory ode file gpzongls [03p5e§
cls Screen o3 q€scoliqf
mkdir directory Directory 0069 03 §oepdeosq) [gepde$
;g directory md tools
chdir directory 005§ directory ¢ ma[g: 006933 a[gpEiqd
or cd tools
cd directory
rmdir directory Directory o3qo5q$
rd rd tools

rd directory
tree directory

chkdsk
mem

rename source
dest

or

ren source dest

copy source dest

move source dest

Files g folder qps 09p8680005g3603 text-graphic $8[g8 (305981
tree c:\tools

Disk 00899 03 0dc0{Gs 3oc[gancs0dea0igs
0569, 3205{g§E03 memory § so0ddgese00> memory sac[geacsodeSi

Files 60gq), §00pde(gptiqs

ren pictures MyPics

aofgp: epapapia file qpiopiopad

copy c:\tools\nyfile.txt c:\tnp\
Files qpasC directories qpsodeg, elpéiqsi soopdelpl:s

nmove c:\tools c:\tnp

type file Text file qpsog&d]o&oow:«me@:&saqu):cﬁ [0359§
type c:\tool s\nyfile.txt
more file Screen 0069[Gs0069 2000E:3g/05320005¢p: (1304

delete file or
del file

nore c:\tool s\nmyfile.txt
File gps qode$

del c:\tools\nyfile.txt
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Tools
or0d:3600E:5E6dl [Joono3oomiadieogm 336003gpdotaeudsradisngsieagd

Tool Purpose
ping host Host $& 5080053503058 10§ 0bcs0dgC:

Gt command cosc  [hcopScifiioscomn sgoond ciotoifgesadiensy
[o3po00b5e802:0938E] mfepiapsigiooogqpsad ICMP (Internet Control Message Protocol)

ping packets gp:od cosdfgEgddlooudi 8 command ¢ hostname (o3) IP address
00599 03 05:8E3o00di

ping hackerhighschool.org
ping 216.92.116.13
Options include: - do€eom egegud§Eaqp::

ping -n 100 hackerhighschool.org
packet 529 000 Gosd[gEa

ping -t 216.92.116.13
CTRL+C %8@ @qgeﬁ& host o% ping packet qp:eo:fé@&u

To see more options: - 3323884 :

ping /h
tracert host Host coga8eepodd packet gpsagniod codselompEioded [glgsn

DOS §, tracert command oo UNIX §, traceroute command $& s8eogqbesntdop

c02i[gEs{gddlonudi (saq€magj§eogon DOS command gp:aopd ooadind:end qooagse
Oloocd) 338 command jeocdion oqpsd, hostones B:oopdol host e8cdabolagnia
packet 00694 cobsalopEindgpegeoy co§Edoudn tracert command o> hop (98§

005600005) 00d9gIE:Bo3C:mn ©pdggpSagpionndi epbyedesonud sBomeoga’ elgep
Gomod8Ealanudi sagpad: hop po (30 hops) §dloncdn packet gps [go5o0d:ag0:d 03

0056034, hostname 6003 oCqps Ge§e0p [4E8ESouS

tracert hackerhighschool.org
tracert 216.92.116.13
Some options are: egegud§Egeogmn:

tracert -n 25 hackerhighschool.org
aaqpiep: ofiEqqp: N ofoodbecdaf 1 8§
tracert -d 216.92.116.13
hostname qps3a: dsoguSconig§

To see more options: - egegudeqpdd spoges

tracert /?
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Tool Purpose
ipconfig host &, network interfaces (ethernet, ppp, etc.) qpsd), S2g03320005603 [48ep,.q§ 3ES
seadigjoopdu Linux §, ifconfig $opdloocdi

Some options are: - cgegd8Eqaad),cncon:

ipconfig /all
38 sacoododeal[ge$

ipconfig /renew

DHCP 058s003gjcon:adzadl 0p§uood§i05s0059e03031 [g§copdoondontiodqsi &
ipconfig /release

DHCP 0320005033581 1 5§ 0005§0590059603031 q0adE:qs

More options: 38egequS8Ees:

ipconfig /7
route print route oo routing table cél[geosq$ $C static routes gp: c0pdag8:qSi qodes 03320305
=205dg/clonadn

Some options: egqedgensd),

route print

mése@o& mq&qp: cal Eq&
route delete

codialoPpCagps qodesi $¢
route add

codsaloPCaqps Gapalqs!

More options: 38cgequS8Ees:

route/?
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Tool Purpose
netstat R$AGod0Beme[gsresaded(gefst §odeondooneom 60:038:§05e00dgqp:

32 6dl [gg§adegdloogdi

Some options:
netstat -a

§odsoodoosgemindest listening ports gpso3(o3pas
netstat -n

53508(58 ed[gas 56
netstat -e

ethernet ooq&:qp203 $050[dgs

og:qlcﬁcieogo% :390'@030302)0{):%8610005

netstat -an
To see more options:

netstat/?

Command $¢ tools cogedlen [§obgndeom 3aqodeacundeaynd spegledes:

command /h
command /?

help command
from a CLI window.

powsmdgE - Netstat tool adlen [gobgodegeqdagp: pogas [§d8Cagadpen:
netstat /h

netstat /?

help netstat

Exercises

2.1 CLI window 0od9gEdlu

2.2 o8qps :20d4gjes0) DOS 93 Windows oz 030dce0:dl

2.3 System 05§ $¢ 24§03 0dee0:0ll 22000dg) eeson:adqC [gEeu:dl
2.4 ¢\ es:0d¢n§o; Files & directories coga30d[3oddln

2.5 c:\hhs\lesson2 directory o053l 238 Directory ad03 C:\ 682005¢0§03 .sys files cogopsoad
o8qP:om603603, Cloocd?
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2.6 oCqps host §, IP address o3gp[3pdali
2.7 www.hackerhighschool.org o3 elgepd[o3pddli [o3p:é routers coRg, IP address 030dee0i0305 Al
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Game On: Command O?E(S

“Macrosoft Fenestra oo 0S 006900052008 interface 0o69cpStewpoddlops g&on 0S eogio3dloay
(solitaire)[gEopE:05800893[gdA0005 "0 $p5:0p00806pMr.Tri o 3202:60g000506CE:qE: G[Padad
Oloocdn "Fenestra ¢o  monitor o3oose(plBe pR8[03p:8E03 command interface  0od9AloEloncSu
2000dg) 98qPine058006905 Ade[gpadndqti code00d03 joe 0odgrdedl aundl8dwudi"

Jace o Mr.Tri 03c0pb0E:ppd000580cd[gd3clonudi spusicnaocdgeagpodadgodedien opan ap&lgjo
$5:0p00Bep5Bgr5e8:30005e80m0 dBcopbogad(Bel Jeogs ooepiaR[dBiersneaondamGLsdecos
"eon¢alds MrTri” Jaceon cp§303 008560500 0pa330005ggEecu:dd "Fenestra oo graphical user
interface, GUI, 02893l 0§0c0E:860038:000:0% quSc8zaoy§cdedl'ad elgpéeqpegpielgpadnddlondS
GAIEORMGONY §768IC:q) [Gronededqudiodloncdi

$0dcBeoPlgodamnoiagioq€oncdemmodeommaowia;ad apem op3as:aBeamnmbs) keyboard 6§05
B30EqOc305Aloncdn [Geomp fomula 1 omeentiaoenad 650050906300 2§S[gEanEadnd(S:
"windows o386(8: 1 CMD §o5(G: Enter calodadoddlieeony CLIo3o3pddll 3050p05090503E:ac0id[ge
co2:? F38e5epero§0dqeud 359005 folder weepadesonuSadom [gEaum:?” ddelgpadaddlonadi

Jace o 8003 eon€sE:d0500cd "so9 CD C: c8§05(Gs system root o3030E3q[dr system s200693q¢E
VER (version 320360:005)c3§058:1 system §,000000308[0305c8050 SleBaa9 Operating System §,
022q8:0B3988EGeupodans?” cdelpadndoysesl cogpliomiqpion Mr.Triod ecfogpdesd[onfGs Mr.Tri
RalcleapReptosiciewabelcaleNT!

Jace o 0p8[gjom25$E90050305¢6[§8502:c3056[8: 2005e0mEMMsE qEgEge ea§odesddlonude
"R§[g[ome}  opzacdenjgbescogEnadigogodamnesnt rd8EmuS" o apemmyuSecnigreqgad
c805dloncdi apecundegpeicogan keyboard edlenBesdBe  key oodmaerocdadagEotagadog(G
sogpon:gedl o quSc83260mEieopmbes0y 0§0E303 oyjoaeddloncdi 338336q o) 8§:macu:
2556020050607 9p03qIS8e0R03§gI805donuSH

Jace 00303 gb[gE:5$E320p0c305Clonud 0865005 odongd condnd(Gs keyboard o3 apesOEPEORSD
[g§e0:cd05dloncdi  apesoepd,giodsromlgleodglesdlybesB  §odedinodeagigpiogesdclonudi  one
QPorEz0pE:3305a0e 6rueGEom0d 6o0s0585000500800c5up(G Mr.Tri §,¢:03§8cd:c3050loncdu
365005 20Cesieq mosooigedlon presentation slide colodelgpE:d:dod[g: "8 slideon ¢nses
00001 99030 ogIEeomEind” o oopdBogrelgpadnddlonddi

"og0080mnm 6&sd" cdsoepmelgpadoddlonddi [Bieonpagead [gdgaecgodasjydeusanad 9B8EGH 303w
eopEi3pdadage[gpE:dadndilonudi opeseagneon codiladeaagEiad3delepoddn $ob:wpmm agud,
55205:03C[gE: Fovupod 205052005607 2puE),830:006§§6030% GoPC:BEIGE0500(G3a[ydousdegtss
5390000l

Game Over
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o WM AL e )
c 4 '

Operating System: Linux

o Windows o83 Linux 0323203228 CLI window ¢ command 6og32035gi8Edlonudu
consoles, terminals, 3 shells cogeop §ESoo0di

Feed Your Head: Console, Terminal or Shell?

[§o250:9603038[gE49¢ oEqpragcudgiegn’ shpamsaneoqeaant

console &80  op§lgjomeogadseen:cdsigs dumb terminals  Gogadoaodsedli
R8[g|0228,65205¢> B05§ed§0de00500:03 screen § keyboard coggddlonudu

Linux ¢> bash, tcsh § zsh eogeadisané shell cogadegegdsaadg8Edonddi eopndor
shell cogon aCqpio? coonudeopolodseepeognpdesmntdtenfl: olqpisboondarzaepm
§E&aepqr0s &:8: [§08Eloncdi sagpszdyC bash odad:cloocdi Hacker Highschool §,
062000¢ R§00HM305e0050338li empty shell 089§ eo[gddlooedt

console window 028903¢Ead0b03m8l olqpigCesoman spdioposaq terminal

emulator (o) terminal window oo®9[gddlonuSi Bsaepan oEqp: desktop edlan
window o3¢ run 603 dumb terminal 8209 00893[gd0lodCdH

Linux command line ¢o cpbes0rE§Eepdaagpeogmneomyi GUI tool 6oy ¢ apdesonESEaogjeminds

066800E8Een[gdlonudt oqpsd, windows aj03oncedqEieoz0? KrB[BER: IP address copdagts
[03056E- opodeogon interface saqjganoniaaniad:ad 32808e0¢ oERnpEesmEaelgddonud: Linux
607 632005012203E: c0pbagE:udAldH

ifconfig eth® 192.168.1.205
2903 click 86650300005 gpigo[gSlgS§odoopdEundadomaeaogpdlonddi
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SECURITY AWARENESS FOR TEENS

terminal window o30005c3gCecs
Linux en:qE:eogqpignomelopE console window o3eEqssobiubeng), §dlonudi
1. start Application button 63864
- "Run Command” option 03e¢0p §&1 338¢n “konsole” §o5(GsgEdl
- (93) Accessories o3gpali [G:eo Terminal odeg:dl

2
3
4. 02:qC:60056005GpigP:eneoxy CTL-ALT-T [gEedl §€clonud
5. 6320053 window 0303 window cog 8Edlonwd

6

. 09 6330053 command 6oR3 tool Gogr3a%8EA]

Linux Commands and Tools
Commands
0360085 ed [oono3oomiadieogm 336003qpdolaeudsradisngsieagdl

< Shell- Konsole alix

Session Edit Wiew Bookmarks Settings Help

lnoppixBttypOlknoppixls |

| ey

Command Purpose
date 9o5glogeRab! 2005ecdaf
time coffBesaf: oochychaf
fsck File system $&aacfgsacs adl[gqs
cat file Text file gps @idoCaqps edl[ges

cat /etc/passwd

pwd og| directory gnepSedl[ge$
hostname 03| 32900503 0p8{glorgo0ed edllgas
finger user User ood8seil saqi0dsacoodqp: edl[geé

finger root
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Command Purpose
1s 005§ directory §,clo€geoy 8qs:
1s -la
[eps directory §, doCgeop 03 8qS:
1s -la /etc
cd directory Directory 00690 02d98e[pE:qfn 30034] directory $06p5 wooobwodew:

o€ home directory o3e[gp&sogniendi

Login §00p5 “fred” soog05 command

$cd
/home/fred, directory o3e[pé:qs &

$cd -
6§00590:6p05903 directory o3e[pl:qf (directory 00903 "§05" 8050005
c3eogio3e5dln)

$cd /tmp

/tmp directory 23e[p&:qf
cp source dest File qp:o? source ¢> destination aeg e[pE:q$

BO(J):

cp /etc/passwd /tmp/bunnies
rm file File qpsodqodgéa Root saaddggéeoonop () root user cogom
20050050} file oBgod&E o[gbdloncSi

rm letter.txt
mv source dest File qps director gps oeg,e[gpEs(ges o3 1 §o6p5e[gpHgc:

BO(J):

mv secrets.zip innocent.zip
mkdir directory Directory 00d9 oopSeaonabesi

BOGD .

mkdir tools
rmdir directory Directory 008903 g&$0005[g¢ qodes$ dlevwndi directory sacgododoongod

a3qdlonaSu

rmdir tools

coodeamniewighs- file cogdlo} directory a3onodadgodecs ?
find / -name file /oS file 303 §00p55 file qpsgpaglgSs

find / -name myfile
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Command Purpose
echo string Screen edleo string(eo000:) 00d9GeERE: 1 1

echo hello
command > file Command §, qro8a3 file oodomaesd [gSppSeudgts

1s > listing.txt
320000¢) 338500053 file §Grom:adqt 168 clobbered cpddqeolgddonudi
28Ju5m overwritten(sacumniodernodsEanoniadgts)apddqealgddlonud
command >> file Command §, qo803 file oodomesd [gSppficodgle  =o00udq)

file @99@%@:0333@618 qcu% file o% §09é0089 appends(@égo%@&) (\PS?’D

[g6d000Su
powd - Is >> listing.txt
man command Command ¢ogq, online manual cobg$
man 1s

00603:3/0520005¢:8q8 6320053 command gpzod 2dgogpdal
command -h
command --help
man command
help command

info command

powni Is command §, 00603:22g0522000503 RS 632005 [§6§CEalg command $8900d:§o5(0300d
1s --help

man 1s
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Tools
oncd:360E:5Eed [Joono3oomiadieogm 336003gpdotaeudsradisngsieagd

Tool Purpose
ping host Host §o§ odesos(gC:

ping www.google.com
traceroute host  Host cogeBeepadd packet gpiagnidh cobselopEiodedl[gfgesn

tracert www.google.com

ifconfig host &, network interfaces (ethernet, ppp, etc.) qps§, 3aq(05320005603 6dl[ges
route routing table eél[ge$
netstat RSB od00deme[gmesaded[ges

netstat -an

Exercises
2.8 passwd file §, 3EqEad 0dcso:dli (9adqodi 1 file 3g8e80005d)

2.9 work §7605 § direcotry o home directory 633005¢0680005d (poedi I 220000¢) 9Eqp: login
o fred 3q¢ directory o3 /home/fred ¢oee0o050l)1 aB3a[gE passwd o3 work directory

aSa3opeois 0p:a00:03 file § 8D eplogpdd

2.10 work directory es2o05¢n .hide directory ¢sooa5d (file §o6p5¢n dot dlomooddlgoln 338
directory  ¢ndloCodsaepecgad list @sl[o3oddln .hide directory ¢ddloysaepeogad [03058
INOOOGES?

2.11 “This is the content of the file testl” Joa) testl file 0ob9ad work directory esn05¢n
@s00050l "This is the content of the file test2” Clo€o) test2 file 06801050l 238 file 6ogad

test §50003 file 00690503 onz00pdalN
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Operating System: OSX

Linux 033 OSX ¢o Terminal c@eslo3 CLI window ¢> command cogsaadsgi8€aloncdi

Linux §, 93:00dgd0) NetBSD § FreeBSD UNIX ¢ogod OSX msae[gdcondlonodi &g, GUI § CLI
6o Linux §8080ndlonudi GUI ¢0cpbo0g| CLI ¢pcnb8EAlondi

20§, 0pe030>  Windows o Mac §, GUI 8cbopad 8209800220003 colfogiloncdu
:eSoomudeony GUI interface § Mouse Pointer 6030 eqpuoel 0S 6og¢namonodin

:20)4g|e5[030000 9Eqpea:03:0005303qICqEe0m; 338 6qr0S 6oR03 gpagadEAaLdI

How to open a Terminal window

1. Spotlight icon edlen mcd3a5all 338 icon oo e§Bop: G6§[G: screen §, poovodzed o
%(ﬂoooSu@:Goog Terminal 0$§08|§ §pc§(ﬁ(3]u

2. Terminal window 0303108[gE8Elondi

amno Terminal — bash — 80x24

Lost login: pey mm § mmomm On bhys@el =]
L

£

3. $u83igC terminal o> Applications > Utilities c32005¢§Cloocdi oEqpisbo00d00cd
Terminal $d03e[gpE:8Edloncdi Command+comma key o388[G: Preference dialog o3esl (G
Terminal color o3eg:qddli de§eom OSX ¢> 338 keyboard shortcut o303s(8s preference

60R039E8EAlaSI
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Commands and Tools (OSX)

Mac oo bash shell $35006006dl00001 dlefopE Linux command 830:03:8:0k OSX 092006
0001

Commands

oncdizreont:sCed [goon:adoomindieogm seeansegpdotaeodssadensSieaydi

Command Purpose
date mgbecdlyeé 1 0odeadeh
time command Command 02800288 sagfepSqopcdadon esBlyef
fsck File system o&eso:q$1 330005¢] OSX 10.3 journaled volum OSX $E320005

a5{Gs1 & journaling g&aon:q€ & command ad:q§ecddlopsi
Text file gp: &idloCaqps edl[gg$

cat file

cat /etc/passwd
pwd og) directory snepSedlfge$

hostname 08| 32%0{4e0? agflgioragoeed edlfgah
finger user User 0od8se saqiobeacoodqp: edl[geé

finger root
1s 005§ directory §,cloégeoy 8eS-
1s -1la
feps directory §, dogeog o3 8es-
1s -la /etc
cd directory Directory 00690 0069ade(gpéiq$n 3a0000q) directory §00p5 wo0050ode0s
o€ home directory o3e[gp€:agozend

Login §00p5 “fred” saogo5 command

$cd
/home/fred, directory o3e[pé:qs &

$cd -
6§20590:6ep05303 directory oBe[pE:q$ (directory 0od9 "§05" c305000S
coopo3can)

$cd /tmp

/tmp directory 3e[gp&:qf
cp source dest File gpsof source ¢o destination a3eg,clpéqs

cp /etc/passwd /tmp/bunnies
rm file File qpsodqod[gan Root saadggéeoonop (a3) root user eogom
200500503 file Bqod8E eofgddloocdn  rm letter.txt
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Command Purpose
mv source dest File qp: director qp: o3eg a[qpEg8sr 8 1 $oepSelopEsat:
mv secrets.zip innocent.zip
mkdir directory Directory 00d9 oopSeaonabei

mkdir tools
rmdir directory Directory 008903 GE:500p5[g¢ qode$ dleveddr directory sacgododoomgod
a8qdlonaSu

rmdir tools
coodeemiaugss- file cogdop directory 03a00Scdgodecd ?
find / -name file /uoff: file 303 500053 file qpigpegas:

find / -name myfile
echo string Screen eden string(oooxz) oodoeeegts 1

echo hello
command > file Command §, qro8a3 file cobgmoess [gSppSeodgls

1s > listing.txt
;onodq] 938500005 file §[Geoomalql 16E&n clobbered cpdsqe(sd
Aooddi 928glodan overwritten(3607E:0330005E20:03gE: )pddqed
[§8SloocSn
command >> file Command §, qcodo? file 00d93653 [g$ppse0igls 300 file $00p5§

@:mza@q& qco& file o% §09é0089 appends(@égcﬁ@&) QP&TD @86]
0o0S1

powd - Is >> listing.txt
man command Command eogq, online manual cobq$

man 1ls

00603:329/0530005¢:8q§ 6320053 command gpzod 23gogpdal

command -h
command --help
man command
help command
info command

powdi Is command §, codoB:zaged3ac00503 gfqs 6320053l [46§Eelg command $6900d:§0d[o305d

1s --help
man 1s
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Tools
or0d:3600E:5E6dl [Joono3oomiadieogm 336003gpdotaeudsradisngsieagd

Tool Purpose
ping host Host $& 5080053503058 10§ 0bcs0dgC:

Gt command cosc  [hcopScifiioscomn sgoond ciotoifgesadiensy
[o3po00b5e802:0938E] mfepiapsigiooogqpsad ICMP (Internet Control Message Protocol)

ping packets gp:od cosdfgEgddlooudi 8 command ¢ hostname (o3) IP address
00699 03 a%:8EJonudu

ping www.hackerhighschool.org

ping 216.92.116.13
Options include:

ping -c 100 www.hackerhighschool.org
packet 229 000 cosdfgCa

ping -t 216.92.116.13
CTRL+C 86¢) 0q5e[gEs host o3 ping packet qpscosd[gEsn
More options:

man ping

traceroute Host cogeBeepadd packet qpognio) codealogpEsadeal[ggian

host
traceroute Windows §, tracert 3opcooudr 32034gop network protocols Goxp

©opdlonan tracerout oo UDP (User Datagram Protocol) o8 o3q8: tracert oneodp ICMP
(Internet Control Message Protocol) oBsaaddgiclonudu tracert & tracerout o3 o3gg€:on
0pp303 network 0o69ade> P[P0 roSeogqeodionSi

H8sd9ocdion o8qp: host mes B:oopbay host sBagn:dh packet coga? elgepsdSe
eodlonodi B=algé hop (98:008600005) 030 ©pdqgPSaqPionndi ©pdgjedisEondd
Boeogad elgepeomod §Edonddi sagqpiad: hop po (30 hops) §oloouSn packet g

[gob20§:030:3 0% 00de0Rq, hostname cogad a8qp: duSaeoy [gE8EAELSH
traceroute www.hackerhighschool.org
traceroute 216.92.116.13

hop 60R3), Saqp:adi3a6aE2005 (-M) 03200500568
traceroute -m 25 www.hackerhighschool.org

host §00pS0005 IP address oBedl[g[gE: [g& DNS lookups qpscBomagude$i

traceroute -n 216.92.116.13

To see more options:
man traceroute
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Tool Purpose
ifconfig host §, network interfaces (ethernet, ppp, etc.) qpsj, segqodsecucbecy edlfges!
Windows &, ipconfig §opclooaSu

3326008053905 030§ verbose [36q5:

ifconfig -v
enl § network interface 8agi05320005 o3dedl[gg$

ipconfig eni
network interface o3 deactivate cpdq$

ifconfig eni1 down
network interface o3up codqs:

ifconfig enl up
Note: o8 command gp: 09§ oCqpsencrd3EQE §Rcdclonddi dlefoppé 238 command
qpieg,¢> sudo copd§oderqdecSi sudo 0fa3:q8 m20q: 0gdoSalt

sudo ifconfig enl up
More options:

man ifconfig
netstat R$LA§od00dgme[geacs03edl[gesst §ode0nd0mneom F260:008:§05e005gqp:

a2 edl[ge§esaadigdloopdi BSD ¥ osdqpseni netstat o3 routing table gpsedlgg$
a?:é]c)()Su

§ods00doogemicdisé listening ports gpzod[o3odes

netstat -a
routing table gp:edljge$

netstat -r
address qps0? $dloSgEedl[gg§ -n oBo3od:oopSe

netstat -nr
network interface en1 cisagiobsac00dgpied [ges

netstat -r -ii eni
To see more options:

man netstat
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Exercises

2.12 o8qp:oodq, IP address $& §76p503 08l03pdl

2.13 www.hackerhighschool.org o3 trace c3a5(o3pddln [o3p:d router gpsci Ip address 03080300
codsalogpEiadep(3dd

2.14 Windows ¢o tracert 03294 www.hackerhighschool.org §eo863 output.txt file §a38:0l

2.15 network ood9adon Linux & OSX ¢o traceroute o3odqd: qcoS file o3 output20SX.txt &
output2Linux.txt $505qpsgEa384Gs s38file cogndeoogpeadioodd

1. codselogpseogopomnsi ofgrscons?
2. ** * gnond: ooy onelopEieny, 8dloocuns? S33lomnaedad dloocs?

3. 35808:0004903 0§0§0535(030E060R6Al grodeogonpdogdlooas?
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Linux, OSX §¢ Windows 326[g$ command o3p844p:

o0d:3600E:5Eed [oono3oomiadieogm 36003gpdotaeudsradisngsieagdl

Linux 0SsX Windows

command --help command --help command /h,
command /?

man command man command help command

cp cp copy

rm rm del

mv mv move

mv mv ren

more, less, cat more, less, cat type

1lpr 1pr print

rm -R rm -R deltree

1s 1s dir

cd cd cd

mkdir mkdir md

rmdir rmdir rd

netstat -r netstat -r route print

traceroute traceroute tracert

ping ping ping

ifconfig ifconfig ipconfig
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Today's teens are in a world with major communication and productivity channels
open to them and they don't have the knowledge to defend themselves against
the fraud, identity theft, privacy leaks and other attacks made against them just

for using the Internet. This is the reason for Hacker Highschool.

The Hacker Highschool project is the development of security and privacy

awareness learning materials for junior high and high school students.

Hacker Highschool is a set of lessons and a practical means of making hackers.
Beyond just providing cybersecurity awareness and critical Internet skills,

we need to teach the young people of today how to be resourceful, creative,
and logical, fraits synonymous with hackers. The program contains free security
and privacy awareness teaching materials and back-end support for teachers
of accredited junior high, high schools, and home schooling. There are multiple
workbooks available in multiple languages. These are lessons that challenge
teens to be as resourceful as hackers, including safe Internet use, web privacy,
researching on the internet, avoiding viruses and Trojans, legalities and ethics,

and more.

The HHS program is developed by ISECOM, a non-profit, open-source
research group focused on security awareness and professional security
development and accreditation.

vl Hacker HighsChool y
|| SECURITY AWARENESS FOR TEENS g O
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