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Warning - WORLD

Hacker Highschool Project(HHS)= o& =72 THESOFX|TH, AR LHES Z2 2EF Al
S2|H Iofrt Le & JASLICH. £ EF J|=SE Qo migda dgHg £29 Kot }
X g Al F71HQl ZH|7F 2dg & JUSFLICH. sPiS0o| B2 LSS g8st=nl U0 Fo7t H
QSHX|Y MIXMOo=E HiRW AEEY & JUXE X|Tol| FA[7] HHELICH. X[ HIR WHESS LoH

OF A6l wMst NS0 CHs ISECOM2 XMAS X|X| UAELICH.

e wHOM HiE LHESH ASEMS2 3ME= A0 ISECOMOM HAISH= ool =SS
mE Al FFLE A8 = ASFLICEH:

HHSS| A2S2 £S5, I, 1SS F== NSELIM. oY Azs2 HHE SHe
2 diE 4 glguch, e, 2gsta, Hojary, dEEH SoM dAlsts o g EME
57t glol £ Riptids o ELth. si7tEE #Il fliME

MEOA sy Xt2SE QIgt HIE
HHS ZHO|X|9] http://www.hackerhighschool.org/licensing.htmlES &st0] =2fo|MlA
MME EZSIAIZ| HEZHLICH,

Eol- Qi iE1j_l|- O:I -I |'E:'|

= s
S F1 NONCIM o715 Z0f, 7%, $HS Sof HHsOl UZ st 4 AL

Warning - KOREA

HHS = ISECOMS| EZHMEQIL|Ct,

HHS 2| ISEcoMe 2= E=ZHEQ otx oMol &2 8! #= 5o E= #Het2 ISECOM Korea
of UL
2 M9 k&= Y S&580|H F= IHA=YULICH.
et 8 9 AFE Al HEQI NMHE oM 2 JEL|CH
sie 88X 2 2°= ISECOM Korea Of 22|sf FA|7| HFZLICE.
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Introduction
HAtols 2ate olo{Sat

T Lo

H
O
MEE ofdsty ghgt Af"‘r:.*%OiIHI Xpelof B2 2o

otof O A0S2 MEUM 2ALE0| Jhstt XFE OfAYUCIH ISECOMO| HICIRE EUFZ HE

o
ol
Of
A
g"'l'
A
=]
< M
ra
e
=l
L3
2
A
-
Ral

= ’é*'ja* SOtL.

T2 AES0| "*UH:f S AHE Sl CHE AESat 285t ACE. 0] M9l HE MES
oFX

X2 AFEQ HE/NI= BY ANHE AL},

O|H|IRE 2|7} AIE Zalo|dE-MH B (client-server model)O|Ct. ZHEE(SA
E = MH)=E MHA(RYAONME daemons: disk access and execution monitorsZ
£2ICt.)E FMBEC. olE S0 YAMH= QHo| S0{H & Ho|X|E HITiCt.

_ HJ°|'
Hd
i
rlo

SR AEMOo=Z 2F ot A2 AMEO| OH—IEP S2fo|AERl & E2teXIt oot K= HARFEED
£ =k ACh. XpHol HAFE= S2UOIUERl SAlO| MHIE & £ UL, O HEMZETIL HIZ U
EQIdel Hojgta g 4 ot

olz{et MIALIZEES ZTAIZIH HIE QIE{4lo| EMHBICE, $E2 AFESS 2429 MHIAE NISSCH
JFCHH Z2M0|HET 7| 2lsiME F£A0| HRsSD AHL Z20|HESl ZAE FHrE A2 7
oi7}?
O|N| S E LOfEXt,
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otoF HREIE ALEICtH HFEO 78t YESE ofLzt SE8ls HESE XM2E At ot
WS # g1 AS Aolct, £t 2 AERS0| HREHE 7K1 A1 IS FA| {88 FES

of2fet AtE=E2l AREOE Zxtel 2y =2oio sHEsts FEIb =HEO Qrtn AR

ache ofaidt HESS ofCiM JHeE AU

HRES2 Aol ZEQ EZEZS 0|80 MZ S4ott. ofX|2 o] nEds Sof MEEE= OlF

gith, 37| w20 HREZL COIHE ZIM210 MEXIE Is

APt S UXSH HElZ MIIEE sH= WHOo| TRSICE,

1> O
m
3
LH]
fin
o
il
0P
P
fin
rlo
Lo
o
1>

AREE HOHE ZTESH7| Qo HEHI MU|A(Network Service) = ZHERSHA| MH[A
(service)zt =2|= AS ArEciCh. Ol2{st MH|ASS Soif MEXAE2 EHO[XE 21, O|HYS
o

=
SUALE, MYS B 4 Tk oY MHASS S¥ ZEws g

rn

—_

C

2% ZFE{(Local computer)zZtl =2|= 7HQ ZRES2 220|HE (Client )2t =2|&= CHY
JMES ABoAM XHAMS0| HotS0ols HEE sHMBICt. AMEXt= M, EHE, p2pE &
X

a e —y
oiA Ctefet EHE #E = ULt

S8 X0l A8dt= HREE AMHLE MH|A mMSXtz ZHSO0{M CHE HFEO MHIAS HIE +

T Aok, xjel HAFREHO| ofEI=TE ZAULIH XpME HEE Moo R OIHX] MB[ATL REHOZ

H3E2 AS == AL,

Zzlo|Eos HEZIRK, oMY, MYZEIM, Ajjo|Z, EUE, RSSSO| JUACt. 0] ZEIH
Tcp/IP 2Hol S8IXZIM 7E(Application Layer)Q SEIXZIHMof sisict, S
I ABo =T OolEHE= stel ASOMEE e, A3, =33 59 X2l Fol AK|H

2tk ALEXIL oleE + U= WEHZE JHSEICEH.

[=]
Lo
r=

ro
mo Hu min

HTTP2} Web
AESE “2EUl”E World Wide Web2E =&6t= 227t UL, World wide wWeb2 E(Web)
o2 =20 QIEUl XtA|7t oLzt 0|8 = U= MH|AS F LEEY HO|CH. EHIIRME 0|E3

N dHolX|E EE AS 2lofelct.
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T

etolof, #HlOlE,

SHANAHE 502 o2

A2 HTTP(Hyper Text Transfer Protocol)x ¥ H2}2X{(Web Browser)zt1

TZ=ZO™E ALE0iC},
1 g LEE Edf

C
=2 d

CHE ZHFEOIM T HE Xpulel

SO0{2L}. HHRX = ;2

=1 e 3

2otA MEE[0f AKX STt
Al —.-_-IﬂEE CHE AI0Z B AEL.
SIS OfEA FgdhoF St=X &1

EfOIH'I

H2t X S0ICH MSst=s =72 HTMLO|
J2{L| XtAO| AtEst= HEtRX 9

olo
ruHJ ol

=2l=
AFEIL AF85t &’AE HTTP Z2E
S oMzt xtlo AREOA HE

_._

rO

OFZ M

T
v k=)
TdS

UAOC{OF Eotap 20| A|S]

HTTP ZEEZSQ|
Hoz AMEES

ol SlO|HEIAE (Hypertext)
4y —TLXE 1H0[X|E &

L
[
- o = _T,_

@EE ng

L=

I:CI,I-AI

Ct.

Hld =9 87|
240|X|2 L7ts &XHH

%'% UCH. AF8Xt=
S0}Q7L} XpAlO| YUS

0| o|HEIAES} ¢

A
T

SIOIHEAENIN ALBBHS EHOf
Hollgr srEElo] Qs
S 22 Ho|xZS HolLt HTM

CHE AREOME 2 = ®

HeAE S

ol
AN

=L,

1

Gl

X

!

.

0

Apelgtel @ mojxlE UEE A

o
—_

HEX|
ordPerfect®}
Hmo|X|E TtEn

ot 71

Microsoft Word,
D2OUSE AL
0] 90| Microsoft Notepad,

wWriter,

= ZtCHst

—

= E_‘I||¢E,

ULt Notepad++,

AL,

SHX|ZE of2{gt &=

2 AEdh|

Script

),
slsct, nzog
=
=

sl =
SHot 2t

2i8l A0f(Scripting Language)
cripting)dt EHO[X|0f| AIRE FEEZE HIR

# otL|2t ofox],
[HREES| ET2HME AFRXIZL
oie mo|Xl= Xtilel

AlO
T

e QEIZ N A

SciTe,

OfL|cfo| Mt &

Hmo|X|ol HEY

A
T

HIC2,

=)
=

HIHS OpenOffice/Libreoffice
DEIME AH8SH= ZAOICE.

SIO|HEAE,  O|D[X|

5
emacsS2 o| CrFot

o
.r

Fst|

=

=

UL,
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ot Amo|X|E THSACHH QlEulo 22[7] fIgt AFE7I ERSICH. ISP(Internet Service
Provider)= ¥ AMHO| ¥ EAEl(web Hosting)2 X|S3iCt.

o2{22 & MHE Aol HolM Xilel HRFEZ A3 + UK H IX| siFsfof & ERMHFS
of ULt & Mol MFEO A= FES2 e MHIL =D Aojorzt 0|8 7hsstht. Al
g ME7t XpAO| HE MOIME FF E7IE HSChH HREQ WS g #H S0k 5t 3 AMH
ol 2ojits Z4E EMSS ASHL=Z ZUESIE M2|siof otot. Z4E 2XISO0[2t St=Hof Z2H|,
ofdIL, 29l 32, ZERIY HOet QRSO0 UACE. Eor AR HES g4 RX[GHOF St of
g4 ‘EAI'_ WS AMH[A 2 Melot7| floh B2 AMEES

E
Ol 1sSPO|l 2l2[sHA WHE °ClEfullat nH 1P FAE & Hh=C},

H AR SAE FEXE FESkE E HOIXIE SIAel HFEO| 2L, AE MH[A MEXG

42 W0l AEE ’%87} ‘Bilif. T2 ¥ =28 IJA=E2 o oiol ofH] MHSnt uY

' 2 Qlol EMOIE 2FE YL TRIt QIbh. B2 &

£ X7|2 AHU AES flst AZS CHISHA 7K

1 A7 mEof FHHE A= @ mo|X|el #30| EFECt. ol2g MH|A

Exts HHo|X|E CIXtRl 3t TRt YESS A8 IAL] Mo 22 = HRFHE 10 HXi2
x

of & = Act. HIES XStz o, Y HHOXl= H MA oCloMEX] H&E & UCt.

FEE H IAEES HSSt= 2AMEXZ EMICE. ofH AMESS FIUE SN A2 7| W20
st 2IAHE 0| 8%t Ymo|X|of HLKSHH ANE ofXMo= Hof oo, SHX|PH HOiE XHRO|L| HIE
Adg o "es it
Exercises
4.1 Hmo|Xl= H2teXo| o[o|x|, HIC|R S ..?i'*ﬂ ofClof| A=K YE{F= thedt EMEtD
HH EICH, HO|X] AA(Page Source)E EH YHO[X|[7F HEA FHEN JUsX = =
AAFEE H

UCE. O|H| XtAlO] AtEsHE HEIRME MH HH ISECOM.ORGO| ™&3t =
X, AAFCO ‘meta'zts TS0 MU= EfOSO0] H Jf LM A O HM
meta-charset="utf-8”2t1 HM3US ZAOICt. O] E&0| of O/st= A2 FAHIII?

k=]
[—
R0 2 FAUN?

4.2 MEF E{O 37HE O HOIED BAS QUIS=X| LOIEX. KHE2 QEUE SiM 8T
Al
[ R |

g o A8Y FIREES ofF MystAl Z2torzt SHHE H

4.3 ISECOM.ORG H|O|X|e| AAE XIrOl HFEO| X & =X},
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Halxo| E2i1 S ofi 0|
of O3 Wb LojtCtn AZESH=T}1?

4.4 ISECOM.ORG2| H|O|X] 2AZ HAE OfCIE0|M HASHH thEd| oot X529 UHEZ 2
2 Ao[ct. Y EHES ¥t Mt = @ H2Xo| =243 SHH Ho|X|of Hetst
2 Zo[ct. AtH[et A2 AMH|E g Zo|ct,
O[M| & mo[X] 220 HetE FAM Aol 0|FE F7iet £ UE EFS29 A= Eroh 31
Al S0 =Xt

rot
Mo
0
rlo
4
N
"
2
-

o

Hot #2 OlHE floi olig MES oix[at BEE2of U=

Feed Your Head: Playing With HTTP £ X 13}X},

O|H|Y - SMTP, POP, IMAP
QlE{dlel &= ®Hmf EXCZE= O|HY(E-mail)2 & & UCt. HHES XAl HEFEEO U
Z20|HEE Edff MY MHo| T £ UCH. o|HY Z

OtO|L|E Mygdtn HZHDE HFoICt.

HYe = ZR9 MHE ARSIl HYS MZ Euis MH{Ql sMTP(Simple Mail Transfer
Protocol)?t HYS ZHEEHZE JIHL= POP(Post Office Protocol)2 IMAP(Internet

Message Access Protocol)O| RUCt.

SNTP LEZEZ2 KUS HUiJ| 9| ALBHICH. SMTPE BUE oliUel HIAIX olofs wAIR,
AR, A2, 1O, HYUHE S of2f JX FBE BHCH 0ol Q2 HHS sMTPY za
USE MHOIN T AIBI| R0l 21 Je HYSS LIEX B 4 YUC A7|Q ¢

1702 Agslzsl WEol 2 A N YUK HAE Ao oy A
(spoofing)Tt Z2 WS @2 4 ULk CS|E A CeEel WY AHES Eet|sol
us

SMTPE ALEdH’| WEO| O|HES AESH| fIsiM= @S SFsMoF olrt.

IE
0 44 &= Ho
rnrod ro rr 4>

0|29l 2oz AFHO| OfEAH O|ROX|2 O|HY HHE Sl HEA HE = U=X Lop2
Ch. olz{et X[Al2 oeigsS Z=Hokd F& AMAE Zoct.

o

POP3(Post Office Protocol version 3)&= X% 2Hf 7|s€ dt= ZEEZO|Ct. POP3:=
AHEXE0|l FASHAM KMol o|HYE HtotZ m7tX| HYES Hatetch, pop3 WA2 HYE EHU
=0 M2 AlZio] Azl Iziel MEfOME HYS S = U7 mEo| MIAZRHS 0|8st= At

HSO0IA REISICE.
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HhHO| IMAP HAOME HYS MHO| Mot 2 2AAMS0| AESIR U= HIEMHIE HiZ

2
IMAPOl SHERICE. IMAPOINE Ailol HiEfA0 o2 EHSS S + A EHH SOU= O
S£ E0 7t 0|SAZ X UCE. AFXIZE IMAP MHO| F&SHH MHEs HUEA0 S0{7HoF Sh=
E0, Ao, AAE HE S2 S7l=t AMAEC. olEet 75 HEN LES, 7|43, ANE
ZO0|Lt EHES St Z2 odst JI7[0ME EUHUE Sl Xilel HUsS =Y & UCE. FItZ A
& =2 AFEO Jiel Hoje mMESS CHREE oL MEE + AL .

S| IMAPOlE &= ZHX| THEOl ACEH. R, HYMHE AESHM wetoior st= FHES| 20| =0
Lt7| mi=ofl wE F&ab B2 AlZfo] QFEICE, =W, HYEIF0| SHEE0] A7| W20 HILAMHIL
THistE MY gtA9] 8% O|YL=Z HYESsS Hy =+ gitt. T S8YS Xi5H HES X
AL /2 32 FOist7| Fol= oY 40| =S7hsSith. a7 R Aol HRHEZE HYS
Ch2 oLt 22 HYSS Feloto ool #2|E RES| ofor oot 53| 5 ot oW 2 o
29| F2 LI W2 ool s, SHXot eFn Zo| 8 o|HYes FEE A8Y £+ Us
AlcHoll ojz{gt HF2 Azt GH| Eo[Ct. CiEh MEIE siZ &l 2| AlEE2Ql o|HYo| REEE
&2 FAkHor etirt.

Mo

POP2t IMAP AMH =2 AFo| H&sH7| fldiMes L=t 2ot B2 HO|HE &
= dH=Z 27| M2 CHE AFS0l & = A= FAH aQl argar ool W
_g_ hid o

AN
7| M= ssLat 22 =st 1ol ERsitt., ol mEE 7tsd str| flsiM B2 0l

=
M Z2t0|HAETL sSSL HIABAES AMSTICE,
oO|HY Zz0|HENAM ‘HU7|! HES =20

T JiX| o] et M2 ArEXtel S20[AHE
a

o] sSMTP ZZ2EZS E3f O

ro
mjo
>
H1
ot
i)
|
ot

= POPAHO| 2012 FUS0|T SMTPAHO =
(o]

10909 FWol= Ol2{gt BFEO| OFF A7H MAR O{HHCH ALBAISS POPAH{O| XtAl9] ofol
Clot 9SS FMUSID tf 20| 44 @e HYS CIR2RC YECh, O S SMTPAHIS POPAE{O
(o]

=
SEXE =elstn H Ohg HYS S0t AZHEo| 20| == ZEXtolct.

oF 7K ZOtFofoF & Argdol At. AUt EEithE A0l ojHES ST YETFQ oAF¥dE E
SotXl= =Lt tEESl pop ZE0|UEST MHE2 XUSOA MEE= 22E Al HIEAMH
o SRt ACt. O zrFo| Azster 2 HOMAARE2 HMEL[X| fi=Ch. O|HES HEU2 AE

2 2+ U
LHESS EFE = Att. oMY HoI|ssS Z=tshs| 2 UE2 0lF2 Lesson 9 : O|H
sHZollM BieA E Zolct
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Exercises

4.5 Aol ZEX|D s oMY AFEo=E XtAoA o|HYES HLHEXE.
2| S o|HEE CHE AI™M T EWHEXL.
T Aol S¥et o|HYo| =ASH=O HOfLt HE2|=Tt?
AlZE XpO[7t EHdlst=ot?

4.7  BUx ste oMo EAZIE =FY & U=
HEAM =S Sl OE AMESS o s et -0l A=ot?

IRC

OlE{ulo] EXE £ ¢ EME HEOFE otLl9l X|EZ IRC(Internet Relay Chat)7 UCH,
IRCE O|8%IH Xrlel o|AHOo|Lt Mzt 7o =Xk HEX| oo =Y £ Aok, 1RCE {F=U

ot

—
=
(Usenet )} RAJE (News Group)l=2% =2EICH, FAIESS XMAETHS HAZ JHX[1 UCEH,
IRCE ©2 AESoA <dxet MEds ol |ABICE. ROJEX CHE He=zs  HEE
(netiquette)2S XIFHof PHCt 2 =
Z0[Ct, IRCE Sl Atdlo] %
Ct.

t2[sh= AMEOl ZEXSHX| gf=Cths

=
[ — LS
X YEH FEHE SAHSIALE T LX| ZMUCE AEHSS €AY

—

IRCOIM X[HOF & RAS2 LCIE MEYM ZEots ASa SYSt. Aol T 0§22 A
SHX| 21 FetHs, FA, 28Z|Eiet 22 JNAFEE 2HFH o FCh. O SOMCILIEM E7
t | x =
=

™ ECE SR XtAOl ol8Y = U= of HRo|lA7F SRS + AL FsHof

M- ©O =
SHH Sofieh AMRSEE AX= Qs AS Faldior oot

IRC MHE 20| BB BESS ¥ssts XX ¥7| W20l Fosjol st CH2 IRc OIS

of FEWS BISOIE Ol DRJIRICH HUIYS AEoHs 202 KT 4 YU IAOHAE B

Of QICh. Srep QIE{UZ 0|83 oto|xol BAS ST UCHH o2 AOIM AMBoHs YUIYES

ChEd| Stes 0| ECH BEES YUUSS ASSHE HS FEOIU CH2 BANSOM M g

£ Q= oHol B 4 Ut

IRCOIM CHRS ZRSS “#g(Channel)"2 CHHEICH g0 %2 M50l Zxfetn Un 1
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s H2 29 Z|AEE of2ffel uRLFAE S 2 & ULt
http://www.nic.funet.fi/~irc/channels.html

[

orob Sl k2ol 2[R ACHH AES XFIX]| ghs UWESSE Mg = AW oY HEXHE ZH
EIFg AMZ = Ant. EF =0| S2|= TOIL HAIXIZE D20 SX| =0 iy Oto|L|E =417

4.8 Hoto]

4.10 IRCE Edf ms F82 4 UCt
ofd ™S HMofF st=at?
IRCE Sdff OIS F8tn HE2It?

4.11 MIME2} SMIMES| 7t& 2 Xio|H2
I. 2

gFaelrt?
s2t= tH{E ZE I Secure 2

2 Cto7t [REE=TI?

=3

FTP

FTP(File Transfer Protocol)= UHIXO=Z 2ptHul 218 TEZ ARSI, FTPE E3f & &

FEHE OIUSS FaE & UCH, HIES UHOF A8 = Ues FTP 21X 2|52 H{ZES| 1s02t
= i

Z2 2d FTP(Anonymous FTP)E 0|83l 222 Xt

AF FTP= o Xtz WFRE Pl tHEHQ LH=Z AEEUCE. AT FTP MH l= Hlgd
Hol MHSE XY ggHeoz &= AY FTP MHS FA| dFY| HCH OHE2 AHU F
ME SliM AB FTP MHIAE HSst= MHE HE = UAS Aoltt. oHX|2 FTP 2OQHEE &
2ot 2|0 MHo| HEEX| SsCt. zetet 2 Hoto] MEE FTP(SFTP) AHE: ZEXSHX|TH %=

OE{2S2 QHY E2I2Xet FTPEZEZEZ Edi FTP AMHOH H&HY £ QUCH. QY HEZIRX 2
Ol mARZ|A|AEI(File Management Program)O|2t= FTPO| E3tel Z2t0|HETL ZHSICH
FTP AMHo| 23921 3tH XpAe|l HAFEOAN MUASS ol2] M2 F7I= AL 2 LHOZE XA
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Lesson 4: Playing with Daemons SECURITY AWARENESS FOR TEENS

ARES AN=SS YRE S O2EE & & UACH. FTP AHIE fIX[et Ratel AHe|7t 45|
WEo AlZHol & o Z#3 FOlct.

Exercises

4.12 0SX%t 2lsAE= FTP A HHOE 7tX|1 UL},

FTPOIl E&SH| fidiMe BEOEES 1 Ch32| B E =HoH ECf.

Lh2el FBNE X[ rFTP HHE FZHO 2[AEE EHELL.

ftp> help

Commands may be abbreviated. Commands are:

! delete literal prompt send

? debug 1ls put status
append dir mdelete pwd trace
ascii disconnect mdir quit type
bell get mget quote user
binary glob mkdir recv verbose
bye hash mls remotehelp

cd help mput rename

close lcd open rmdir

712 830
‘ftp.=HIQIF . 0|2 FTP MHO| F&olrt,

ftp> open ftp.domain.name

&Y B ClHMEZe mAS9 2[AEE HOELL.
ftp> 1s
=
ftp> dir

Y & LCIMEZE CHE CAEZ|Z2 HRRLE,

ftp> cd newdir

Creatfive Commons 3.0 Atribution-Non-Commercial-NoDerivs 2012, ISECOM. 1 3
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Lesson 4: Playing with Daemons

FTPOf F&t AF AREHO oA o2 HE Ao HREZE CIR2EZE olrt.

ftp> get filename

iz HEES IY oz JHE XA HEEHEZ LIRS 3},

ftp> mget filel file2 file3

Atlel AFREO mMAS AFH HFEO E=E

rot

Ct.

ftp> put filename

FTPAHRS| H&S HeC.

ftp> close

XtAle| FTPEEI0|ANEE F=TICE,

ftp> quit

CHAIE FTP MM
ol FTPOl H&SH| fdiMes @M XAl FTP Z2I0|AEE AAMsloF T},

ftp

Ctgol WHOIE Eef FTP Mu{ol AT,

ftp> open anon.server

anon.serverCid AX MHH
A
o

2 YUHsHoF oiCt,
FTP MHEHZI AMEXIQ H&EE2 5°¢

2Ist7| floll ALEXISl HRFEO| IDE REDICE.

Connected to anon.server.
220 ProFTPD Server (Welcome . . . )

User (anon.server: (none)) :

EEel AdE FTPOIM= anonymousl-r ftpE IDE AtE%tCt. Y IDE YHSHH FTPAHE <
T ABXZ MGt AT E o H=Z AEHHoF Sh=X| LEELL.

331 Anonymous login ok, send your complete email address as your password.

Password:

ths2ol MHolM YHE oltY Fio HS| ofg

mufn

2IQISHR| 7| miEof ¥elel ojHE FAE ¢
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Hacker HighsChool

Lesson 4: Playing with Daemons SECURITY AWARENESS FOR TEENS

230-
Welcome to ftp.anon.server, the public ftp server of anon.server. We
hope you find what you're looking for.
If you have any problems or questions, please send email to
ftpadmin@anon.server
Thanks'!

230 Anonymous access granted, restrictions apply.

O[RIREl {E2 1s, dir, cd S FBONE Sal AMH A= TLSS Alel HFEO| o2

g 4 Uk,

Exercises
4.13 HEEHQ OMSS &8st FTP MHOAM MAS CHREOF EX},

of ‘Ol Ligtel AZ|ArFst(EE OE &

OIE{Ll Z{MH £ I
ol FTPMHE %71 Waojde =gsjo] FTp 2olo|dES MY = g NjYS Crewo}
[=PN3
4.15 ofm FTP Zato|AlETL JHE FaEQITl
satololEst A WOl Y IS5 GUIE HBsH=Tt
WO MY 4+ Q= IS0 YTt

4.16 XAl HEHE FTP MHE 2% £ =712

2Lt ssH
Wll(Telnet)S 2 HFEOIN 2AH2lol Y= HEEO| ClUet BYS 2Y 4 =S HFs @
ZEZ0ICt. 22 YFEL €2 FA2 B oY PEEOIN SH 75 2ok oS word

=}
7 QUCt. sSH(Secure shell)= &40 2f=el 7|50| FItE|0 Hot7|50| SateEl T2EZO|C.

n
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Lesson 4: Playing with Daemons SECURITY AWARENESS FOR TEENS

|2 ALEXE X[@E S| QUM AFSEIACt. ol={et J|s5S2 OfH
X2t XIg2 Hol MEE[X| g=C

Lol_

2 T
e
m

Of Qo= &2 oMY A/2Mar HHO[X|e] AATFE =olap Z

Ct. o|3st 7|sE2 MBSl A2 =2
oMol HM=1 LHES &lg £ Y1, AHET JHsSICH

2ulo] 7HE B2 FfESS E2ots| flo TSO0T A0l ssHOIH Xk ARUMM= ASHAM

Game On: Command Me

Ot RISl FHR ¢F0| HIXYL A=s ZUE StHE2 FHoJL YHEIIE J|tE|n A= A 2
Ch. Zotx(ol €2 o|Mel ME|ZH2 FET 0|0t A0|= Uiz{et AACE. oKX= JF|IEEE FE
2|0 AU HOo|AE= Ttors| otop HOMHZX|2| F|HE HFE Z4stn JA/UCE. LOHHXIE 0| X
OH HO|AE NMUEIE= UCE

“®lo[&, OIMSE HolAl MZ2 MdsS 2HEHL| AHHAES =X iF.”

HMo|AE HEEfO| &o| ZHiDS| FSTheh o[Xtofl oo HOHXIE XIHERD AS o ZH A= =2
StAOM LA ot M=Z0] SoUCH. orokM afAEs =AM Mol F8I0] L QUL M
=2 "™ 9UM7Iof Z2] OjEtk= B¥2 XK AHFH

= =
= = =)
otHof| HERCH, Aot 22| A2l D MXO| EHE2 =Mo= HHRO| URULCH.

uol?:j EE::!”

2 YOHHXIZt “old EFrol2ts e T W FAIIL HXALE AIIt moEE &
ACH. O L7t OfF =O| =t5 Zoteh ol THUYLE. FHoja= AE HAl= &

O otHeol THo{E ZOIUCE.

rr sgt 4
ot

Moz JISYE 2 ol ofA7|RE HiL{of ZE{mel “Z2tel AAE A|A"(Bulletin
&t

tIgtLICE. 72l 278 EOFCH. “EC0] SO{2H0f. 72t 7wt
ofiAl stojmolEE A=l R OME| BILZE &2 SHOFEE R|0[A9

— -

FE
Board System)Of 24 Z
o SotHX|= sAME| HO|

[> Mo tor
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5 OME2 JIEE HRE StHES MO MR WOMHX|= &7t OF HIRLCE. Ho|A=

£ 20| FEoX| A=K dstH LotHZ|7L FIEE0 IO SS K= AS HIELE AL,

OtHZ|= ME|E 7IEE Qo &2 HO|E kil S42AE EI'IEIE o|Z|X2| SE0|H J|EEE
7

St UAUCH. ZXE7| QAXto] S 71W oK ZAY WH AS Mzl =<0| HMO|AE MUt

A

LH7E X & 5t A=sX AFs FHORALE. LUes XZ HIHdE ol83M CHE AHARH

E%S
o 2217t L A2 gtAs “EE70|2ls Al CIXE M=ot o=
=

7187t & mioith RS JHX[D == POHHA| HEo| ofo| mojAs HHEOf s &
HYAol= 48=2E9| T7|7t ERstn HopMmE MEY Hes 90=E7h ERSith=s Ax &1 Q
Ct. ofob 2ARet ME7h 2Cf o H2 JEE L1 AS AOott. POTS(Plain 01d Telephone
System)= ZOIHX|Qt HMO|A AO[OMEE Sdt= Tz ML= IA FAS o0lst=X Y =2
21 AL},

K
£0
£Q
fu]

N

2 NEoA £3E 4
g AEsiE HsMo| HYe 3
YL WO MYIYIS O Bopsts
a2l et o|ZMX| XojFgct. wa

A
|&oHAl O|efstA| S7Hettt. Ho|A= %* HEH X 7}

HolA= ZHOHHXIZL ST A= ol THAl H
£ CXIE M=z==2 HHr= Ao el o[of7| sta Ql
“U7t &St dREE AFEOAM mMSsts AMH[A

et ”

QOISR ABE + UTE U st
HOIAE KOl XS SO|HE ofel “MHAY0| HE ZRHUCH
“SOMX| AHIATH RS Fote HEo"

HojA OfHX[7} HIZ HE of £ AS 7ItistH HEUCE.

AL sSho
— E
“OtF E2 HEO[FLt.”

YOtHX|= HOo|A7F o] BEES & NS ol&dt AAUC.

“H HFEH= Xz CHE AFEQ UHERZ0 &M AJD L= COFE ZFHUE H&5" = A= s
Ho| ULCH, D21 ZREIR W7 MESt AREHED SME = A= 7IsE WSSt AREHS2 It
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Lesson 4: Playing with Daemons SECURITY AWARENESS FOR TEENS

thst ATHE MSoH =X, o[z HFRESO| MSot= MH|A0= FTP, RZ4, IRC, &

A LOHHX|S| CHEO] 2 URAZX| YD CIZ EESS TS| AFUCE. 20[0 H|O]
EES0| SAIZZO0| E{MLIRALCE.

“FTP7} ®Z? MICc=R? "HU2 oo JU=HZE? O|HY2 o REE AESIE? CXE MAl=
Mol ZX sttR? FI7h RZUS HIJE? Aff O ASS MH[A2tD BEE Q2 o7 o

CM 2= 7Hz&? 2= OofM HS0{X|1R2”

Game Over

DNS
of2{20| EFoA TSHE st7| fSME Ftet
7] RlSiME HRE HE YISt 2 JAojof oict, O]

IP FA= HFEO Qe &A 2A2|E = AXEH ARENAH= ZHel 0lF(domain names)O| EHM

Ar83t7| malsiCh, PHF Hacker Highschool ZHO|X|Of F&stT HCHH HEIIRXO FAKO

www . hackerhighschool.orgS EO|ESHH ElCH, X2 HRE= HOZ & FAE O[sHsHA|

St7| W20l 1P FAR HZFCHOF BICH. THOF ZHO|X|7F 1000{7HH UCHH HFEN| AHEHC=Z F

=ES2 VX1 (ZAE mY(hosts file)Z2 A) IP FAE oI £ JAS AOICt, SHX|TH 2

oM H&Y = A= MHES = 000 B ZHIHN diYst=s 1P FAE AXZMAM #HH
=

W20 CHE A0l ERDICE.

==}
K
E
E

—

DNS(Domain Name Service)= THQIHO| LStz IPFAE FOiF7LL O g9 J7|SS 2ot
Fa%o| ToelFo| ZetEl FAE AHSIH HHEHEZIRX = DNS AMHO| H&E6HAM EoelHY eHE
IP FAE S Ho|X|of H&EE & JAXE S{FECH
SHX|ZF DNSAHOf| siet =mQlel 1P FATJL QICHH CHE DNSAMHO| siE 1P FAE 7HX|1 JU=X]
2SN IP FAE HOHfALL ZOQlHO| HZE s AS =Zeld wintx| QBt53ict,
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4.19 www.isecom.orgE ping BHOZE XAt EX}.
o 1P F&JF EEJb?

4.20 Xp2lO| A83H= DNSMHE CHE 2= HHE £ Us7t?
JtsciCtH  CHE  DNSAMHE A8 = JUXE ZHFES HMH™ES HRD pingl&E
www.isecom.orgE CHA| SHH ZARSHEX.
o|Ma:t xto|Ho| U=7t?

of J-Ctn HAsH=Tt2

0

DHCP

DHCP(Dynamic Host Configuration Protocol)= 2Z UESQI3 MHII 1P FAE 2HY =
UEE SiECH. sid MH= LF 1P FAE € %0 HFEHIL HEYI HESHH 1P FAE
g =0 HARFEIH SREH IP FAE 250 CHE AREZL MY £+ UZE Bt
Ol= iR UEQIMM RE3tCt. AFBXHS0l HH 1P FAE LU0 Y HE QI gU| W=
Of DHCPE Z8= FYSICH. HFEZL HIE/AIO HASHM 74 BAN Sh= A2 DHCP AHOIAM
7 Z:

= o
E ¢4 H= Ao|Ct, YL Ip FAE HY oW HAREHE HESRIQ ZEE MHAE AE

O|X DHCPOl CHall Mzisf E2Xi. izl FM UE/I= DHCPE HSst Ol= Y UEXI0
HIote MES2 F=7EX IP FAE 22 # b= XOIHH. THef o220 JHHE 2FstH
s

AN
o*7(|'3r E°*0| Zest AARANM Z2E oittH 1F 1P FAUF BQSICH F A o2t oHE 7|

AFs| u Mols 22 Seff lE{dol MAMYUCH. Z(Modem)S HIE FHEES 2z s 2

Creative Commons 3.0 Afiribution-Non-Commercial-NoDerivs 2012, ISECOM. 1 9
www.isecom.org - www.osstmm.org - www.hackerhighschool.org - www.badpeopleproject.org - www.osstmmiraining.org



w Hacker HighsChool

Lesson 4: Playing with Daemons SECURITY AWARENESS FOR TEENS

2|§ HE ™MEZ HMYFE modulatingzt demodulating® ¢ 2XtE © &ofo|ct. ZHE9 &k
= H(Baud)2 bpsZE LIEMHCL, = Hel ppsk ZFQSIX|T M ol 22 ZHS AI2E A
X| Mztsfof $HCt, MUD(Multi User Dungeon)i} Z2 IZZ M2 300 HO| RHOZE ZEohX|Tt
o S92 ti9Z0| Test ZR0= DSLO|L} O #E 0|2 ZES ASs{of BtCt.

r

r

ISPs
QIEYIS AIBSHD MCHD Zetz B 4 = A
o

o
FE MHIF 2Rttt MHo] EEYEO A= FF= AFS| FHLAStD 24A12F |XI=0{0F 57| o

ISP= QIE{Yl MEM™ (Point of Presence)2 QA™XNOZ X|EAF|D MHEZ 7ISAIAH ALEXIE
0] of8f MH|AE 0|8 =+ UEE oot OHEE FAl ISPt St €=2 & = UCH. XKl &
EEE HUMHZ 2FE £ UX|T Z7to] MEWsE Qo AL UHEKIo MAE0f Qoo
0 MOl HX QU0Jof BtCE. ISP= AMEXISO| HAED 17| €E US2 SHHCE iFH A8
XHS0| Z[Ci2[X| ¢tn e mf MHIAE ALY £ JULE S{ECH. ISPES2 WME £xo HAJHSS
Argste  WER3  HEXI™(NAP:  Network Access Point)0| ZF&SHCH,  NAPE  HiE
(Backbone)O|2} Z2|= XIH{UZ St MEZHe] HZEEZ RXIBtCt. o|2fst HAESO| HIZE QIEul

o|Ct.

POTS

POTS(Plain 0l1d Telephone Service)& PH JtaF ZHHE olEul ™&4LHOIRUCH. POTSE
£E71 LE2|Chs CHEOo| UX|TH st MEMolgte HAEE iK1 UCE. HHERS| ISPS2 ChYst
XNYHSE JHX|0 A0 W2 AFE0| OFElE |MPSE JHX|1 QUCH. gref SeHE 29 ST
S8 7IX|1 UCtH ZIFHSE Sl QlEfdlof] ™Y & UL,

POTSS| &&= L2|Ct. 71& WE HIEHO £LE= 56,600bpsE YA UX[TH AX|
X Qict, MHFTCZ Qs CHREE £T&= 53,00bps MTZE NotED AHEEFQ £
o L2|C}. DSLO[Lt A|lo|2 ZHof| HlwWSH S =2[A =HE Zo|ct.

M3t MH[AE= OC|OALE O]8E £ A1 POTSE 7|HCE St= ISPE2 AMHHOZE XNHSIHLE 2
ZQl QIHul MH|AE HNZotCt, SHX[EH QEUICE FHotE CIREZ I POTSE AIESICIH SIE &
Y =2 LFY UL HStMES ArEHoF & ZIO|Ct., poTSE X A0l O|HIYS HH wmiLt A2St
= Al ECh, oteF "G AMESICHH Q2% posviEt HEEE EMT QAU AT £ QUL
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DSL

DSL(Digital Subscriber Line)2 0|0] POTSE s ZHUs MEE Sdff QEulo] AEY £
e U=l dhHo|Ch, JbEH 2 FAS ofdEI DHEHEC WED X|&Xel MA&2 HASHH= 20
CH, ESH ME ARBSIR A2 ME QIEUIE AL A8Y £ UL, HHECeEEs Al
o] AzZ[of| w2t MH|ATJL MEHEICHE FOICE., e M HZ|oM &1 UCHH DSLE AFESHY| Of
#H= Zo|Ct,

;HHJIEE.!;ltﬂl

A0l ZE(Cable Modem)2 7|ES| Tehds ALESHA| @1 #HO|E S[AOIM HISsts S=Molut

dHdRE AEeICt. psLzt ORIIX[Z Aol2 Z2EES Sl AHUS st SAU= Xg I HotE
AEE = AL X&HQl QHY HES EFelitt. JUME £T= DSLECH K WECEH,

=

Aolg 2= R 7HX ©HEE ZHXD Aok, AHOolE2 M2E o AFRSO0| SRMM &I HEN S
of AH83t= AMES0l sOILIH £E7h =efZict, £t #H0l2 HEZ M= Alol2 Ao 24
M=ZE Zotopat sttt 2|1 Jhg ozttt W= CHE MES of HEEE EHE
FEg &+ Atks Aotk 2L xpiel HEE X717] M= YstHES HAX|s{oF sict.

—

—

o
X
o
iz
m> mjo
a Ofm

Wimax
QLO|HA (Wimax)E B

o
Ch. M=o M7l FH ZEO|Lt Lt

F_>.'.
e
my
T

= Mo ggS L=, Ao|MA HPES F YRE 1
H AP(Access Point)7t ZQSHA|2 CHEE HFES ZR HHRT F20M ZHIY F&K0| 7Hsdt
Ct.
wWifi

etojmol(wifi)= ISPE Sofl AEUO FHKok= d40] otz FolLt Jtm|, A= SO JdHAA
oiM QAEUFEES Q6 AHEdt= FM# J|&0|th. AOEZOIL ESS Sl B2 AESO0| etojot
0| A& mwEof A9 E0| &|7| &t SSFA0M 0|I0|E A8dts A2 AES0l B
2 F20M Eeln JAes Ao 2o, XS (R CE AES0l 2 5 §IEF ofjof oifh, =HHE

HeoMs Rt e BieA 2 ZOo[Ct.

Exercises
4.21 TOoAM o HAMOZE QIHUI H&5t=7f?

4.22 YEYIN £ B 4 UTpr
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PO P 50,5 Dl A8 e WS

QIE{Ll

ISPO||

T UOpLt wEste

Holotx] o ofEA QHUHW K5

.23

0|8 & 1IsP7t MSsts =7t MH|20=

rr

.24

L

A

o
=

AHAlo| HEE

.25

Feed Your Head Playing With HTTP

HTTP= RFC 1.03 1.100M Holdt= AMZ TCP/IP ABMO| X|&90| IX[eH RUACEH.

1.04F 1.1 Moloj= et Hepst QURUCE. =Y, A, FF AL}, HESHI AZE e,
HAIX] H&, AHU =4 Het, QRAX|, Hot, REY, 718d, AF, UHX B Y% o
J0|=0t AUCE. HEO| BAMHON YEE H= WOl ELf 2 EXHZE HIYL

728902 HTTP= stateless protocolZA HTTP 2X(Request)2 AHO ELiD MHE O

ol SE(Response)?iCt.

HTTP Request

<CR> <LF>

Method g3

Header: Value

<CR> <LF>

Header: Valve
<CR> <LF>

Header: Valve

HTTP Response

<CR> <LF>

xplanati

rotocol g1y -

_}. P

Ll Protocol

Header: Value

<CR> <LF>

Header: Valve

<CR> <LF>

Header: Valve

I <CR> <LF> H <CR> <LF> I « I <CR> <LF> H <CR> <LF> I

Figure 4.1: HTTP
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SECURITY AWARENESS FOR TEENS

Lesson 4: Playing with Daemons

w Hacker HighsChool

Cidet FEE 7] M= Mo et FHOE Huior st 12{7| 98 Ct2el =7S0|

e netcat: the TCP/IP tool kit
e curl: the HTTP tool kit
e proxy: like OWASP ZAP or Burpsuite free

HHS SAl J17ZFHTTP A{HH AL
IZEANE AEOHA  http://www.hackerhighschool.orgd ZX&st
Method)2 OIH EX}.

ot

2

0%
I

(Request

2%

GET / HTTP/1.1

HO

Host: www.hackerhighschool.org

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10.8; rv:11.0)
Gecko/20100101 Firefox/11.0

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9,*/*;9g=0.8
Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip, deflate

Proxy—Connection: keep-alive

C}
[=]

00
Ho

HTTP/1.1 200 OK

Content-Length: 10376

Date: Fri, 03 Feb 2013 09:11:17 GMT

Server: Apache/2.2.22

Last—-Modified: Mon, 06 Feb 2013 09:31:18 GMT

ETag: "2f42-4b8485316c580"

Accept—-Ranges: bytes

Identity: The Institute for Security and Open Methodologies, The
Institute for Security and Open Methodologies

P3P: Not supported at this time, Not supported at this time

Content-Type: text/html
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Connection: keep-alive

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd" []><html
xmlns="http://www.w3.0rg/1999/xhtml" dir="1tr" lang="en-US"

xml : lang="en"><head><meta http-equiv="Content-Type"
content="text/html; charset=UTF-8" /><title>Hacker Highschool -
Security Awareness for Teens</title>

[oool

Exercises
4.26 IZEANOM 2 QHE2 =l EXt.

4.27 BB Sof PAS ¥ 4 AT

NetcatE Stt 22AE ZEHZYS LESI0 MHo| HEF + A,
e EE0E st AdHE & H 22X}

nc www.hackerhighschool.org 80

J2{H oEa 22 £¥0| Lh2Ct.

GET / HTTP/1.0

ofof chet Mol SE=E2 Ci3ah ZLf.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd"[]>

<html xmlns="http://www.w3.0rg/1999/xhtml" dir="1tr" lang="en-US"
xml:lang="en"><head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>ISECOM - Institute for Security and Open Methodologies</title>

<meta name="description" content="Description" />
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w Hacker HighsChool

=
oF 7tX] 7tHE SHAMH HHS2t ISECOMO| St ZAEQ s 2Lt & £ UACH. 0|A0] It
SotX| MHET| 2sHM hackerhighschool.org® 1P FAE =Qls{ EX},

nslookup www.hackerhighschool.org

[...]

Non-authoritative answer:

www .hackerhighschool.org canonical name = hackerhighschool.org.

Name: hackerhighschool.org

Address: 216.92.116.13

O|HOll= isecom.org? IP FAES EOls| =X},

nslookup isecom.org

[...]

Non—-authoritative answer:
Name: isecom.org

Address: 216.92.116.13

% £ ACt. netcat2 S SAE dHE FIIStD HTTP 1.1

GET / HITP/1.1

Host: www.hackerhighschool.org

HTTP/1.1 200 OK

Content-Length: 10376

Date: Fri, 03 Feb 2013 09:11:17 GMT

Server: Apache/2.2.22

Last—-Modified: Mon, 06 Feb 2013 09:31:18 GMT

ETag: "2f42-4b8485316c580"

Accept—-Ranges: bytes

Identity: The Institute for Security and Open Methodologies, The

Institute for Security and Open Methodologies
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w Hacker HighsChool

SECURITY AWARENESS FOR TEENS

P3P: Not supported at this time, Not supported at this time
Content-Type: text/html

Connection: keep-alive

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtmll/DTD/xhtmll-transitional.dtd"[]>

<html xmlns="http://www.w3.0rg/1999/xhtml" dir="1tr" lang="en-US"
xml:lang="en"><head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Hacker Highschool - Security Awareness for Teens</title>

HTTP QX2 CiY3t WAooz AIRY £ Q1 0l QEWH (Request Method)2tn E2ICt. F&2
QKB CI2 QF HREZ2S %Al & ML

=)

2Y 449 IRE tan
* OPTIONS : Ol R¥zMOo| X[FERA=X & 4+ UCt,

= VN
MHE 283%tn AS W= FEOo| HMtS 200 EXMEYS A = UAC.

* GET : URLE Sl ZfH FHE 4l &=Ct. o =8 Ci3at Zrt.
http://www.usairnet.com/cgi-bin/launch/code.cgi?

Submit=Go&sta=KSAF&state=NM
=2 §lo 2= UWES0| ME X OHO|EO|LCt.

of2f HAlo=z HIO|HE TEHS= A2 =0 & F7] w20l Asict.

* HEAD : GETX {AMSHK|ZH MH7} AA HO|X|E HMEHSIK|= U=Ct.

Y QUHS Sof B =, HAZ AN, BAME 27|52 A
o

I

Ch. AR ACL M%2 Sef ol 4

* POST : GETRHI OHZIXIZ C|O|HE & OoHE2|A|0|M0f| ELi7| fIsH Ar2StCt, of
X3t HIojE= X HiC|oN HM&EICEH,

Creative Commons 3.0 Afiribution-Non-Commercial-NoDerivs 2012, ISECOM. 2 6
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Hacker HighsChool

Lesson 4: Playing with Daemons SECURITY AWARENESS FOR TEENS

]
T
c
—

L
x
BE
=2
Pl
o

S ZYstrLE HHI0|ESEY| 8 AFESIC.
Xl AF[7LE IEE Sdl AFEAE M|EsHoF oitt. T 2F
A Jtsdol ULt

0

f Ll

* DELETE : ¥AHO UAs X

5SS St AFEXIE H|ersoF SrLt.

* TRACE : OHiZ2[AH0[d HZBS| =FZH(Loopback)2ZE AEE0 HAIXIE HIAMAZICE,
LI YHOZ ASEE oY QEYH2 oAl SX|Z|0{0F oich, it 2t9

A
[=] o
XSS(Cross Site Scripting)E Soll 7|2M0| H&EAHLE Ff™o| HAE = QUCtH.
* CONNECT : HUAMHE IZEAZE AMESHH B{ELCEH.
O] QEYHE MES SXIAF|HLL Q152 Sdi ALEXIE H|sts{of SiCt,
DEA IPE ARS{M AKX MH|A(Third Party Service)Ol T4 £ Qlct,

0] 2I0|= webDAVAMZ HTTPO| 7|gtet @K udiHE0| ZXHSICE,

OPTIONS &8

NetcatOl CI2at #2 THES YN =X},
# nc www.hackerhighschool.org 80

oj#Holl= <lF

rr
i

e

rE
r
lif
Ral

2D Ch2el FHOIZ YK,

OPTIONS / HTTP/1.1

Cta
[= ey

a2 chgar 2

rlo
00
fjo

g & 9.

Host: www.hackerhighschool.org
HTTP/1.0 200 OK

Date: Tue, 07 Feb 2013 08:43:38 GMT
Server: Apache/2.2.22

Allow: GET,HEAD,POST,OPTIONS

Identity: The Institute for Security and Open Methodologies, The
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Lesson 4: Playing with Daemons
£ KT [\ = .jﬁ_* : [ " Y = .'. Ty I Ny 3 '-.. 14F ‘
L ity RO TRIT B TN T [ W B8 31T g [ G R

Institute for Security and Open Methodologies

P3P: Not supported at this time, Not supported at this time
Content-Length: 0

Content-Type: text/html

HEAD &
OlHO|l= CIS HHOE YA =X,

# nc www.hackerhighschool.org 80
HEAD / HTTP/1.1

Host: www.hackerhighschool.org

HTTP/1.0 200 OK

Date: Tue, 07 Feb 2013 08:41:14 GMT

Server: Apache/2.2.22

Last—-Modified: Fri, 13 Feb 2013 15:48:14 GMT
ETag: "3e3a-4bd916679ab80"

Accept—-Ranges: bytes

Content-Length: 15930

Identity: The Institute for Security and Open Methodologies
P3P: Not supported at this time
Content-Type: text/html

Age: 45

Connection: close

CONNECT Z82 Sot TEA AR

# nc www.hackerhighschool.org 80
CONNECT http://www.isecom.org/ HTTP/1.1

Host: www.hackerhighschool.org

Exercises
4.28 Netcat2 ALESIH O|Ho| ZHt QX HWHES HHS UWIERZ AMHOA HEH =X},
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Lesson 4: Playing with Daemons
R o, 5 D TP e WO IOLA 9 o) ¥ LB L

Curl HHO &8
2 ofZa|Ho|M E|AE

SHHTTP 23 A33¢
Me{ SE # ofLlat ofZz|FolM AE SHES SME FMEC
= Sof mely 4z rt.

S| it
8%t E2 curl BIOPIL ULt g HINE Sl LHo[Xof ¥S 2L =+

of
4 A3l

ULt

# curl http://www.isecom.org

CER-ELE
# nc www.isecom.org 80
GET / HTTP/1.1

o= OIE Z1E 7tM2Ct.

-v 82 St orfel #2 MEHe ZE

11
ne
njo
1
20
[l

# curl -v http://www.isecom.org/

* About to connect () to www.isecom.org port 80 (#0)

* Trying 216.92.116.13...

* connected

* Connected to www.isecom.org (216.92.116.13) port 80 (#0)
> GET / HTTP/1.1

> User-Agent: curl/7.26.0

> Host: www.lsecom.org

> Accept: */*

* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

< Date: Tue, 07 Feb 2013 09:29:23 GMT

< Server: Apache/2.2.22

< Last-Modified: Fri, 13 Feb 2013 15:48:14 GMT
< ETag: "3e3a-4bd9%16679%9ab80"

< Accept-Ranges: bytes

< Content-Length: 15930

A

Identity: The Institute for Security and Open Methodologies
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< P3P: Not supported at this time

< Content-Type: text/html

< Age: 247

< Connection: close

<

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd" []>
<html xmlns="http://www.w3.0rg/1999/xhtml" dir="1tr" lang="en-US"
xml:lang="en">

[...]

Curl BHOE= XIS2E HTTP version 1.1 MEiSIL TAE &|EH, |{X OO|MEE ZFItotct.

sAHESO| RSt YESO0| oLl FRS =X},

Curl BEO MES MEIM X717t dt= %EE Atgg = QlCt.
t

HE g88 27

rir
= oo

* -H : SIEZEE FIiotct.
HS A

e X : Q34

Curl oo izl A3EHES Sl & OHEZ2/AH0|M HAES XSet & £+ ACE. Curlt grep
HHOE Sl MHOM st HTTP SIGHE ¥EZE Xts2t & & UL,

# curl -siX HEAD http://www.isecom.org/ | grep "Server:'
Server: Apache/2.2.22

Exercises
4.29 9|9 A3EEE Mt O B2 HTTP SIHHER F8

[
0
HL
i
oY
1=
Of
H
J
ra
mjn
2
HL
_>'|_

ADSL 27} ZH2AR
http://www.ietf.org/rfc/rfc1945. txt
http://www.ietf.org/rfc/rfc2616.txt
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Q0| NjEL SNS, IE{Y 52 B8] M M|} U 0jRct.
JBL IS AL, MY YF, HUHE 85 59
OIE{IS £ ZZWAD} 0|0 CiF CYALHS T ¥x| 2HCt
si#H3I0|ARL 0|28 HYSS At XIAM7 E Ho|Lt.

HAHSO| AR SHIE SHYHYE SO 28N 0|21} AMIGER FAE0|QCh
HHE XTS5, Moy, =2HE B LOBICL 2= SYSNH YL
AO|H{EOF OIAl B2 IT 7|&0| MKt ofL|2} OjHA| sj#e] XIS 7|21
SAAY + UEXIE 7128 Bat Ik 0| TRIYL Hotul iRy oM ng
AEE SAMOR FHSD QOH QWL ZNESD MALES Yt M
MH|AE X|QZ0|Ch. CheFsh o1o|2 X|YE|D Q/om 0] $912 QHE$H QIEY
ME, Hl WM, QIE{UHA, HO[HALL HHYACE Hst= 22|19 H S8

Z i,

HHS =234 ISECOM, H|G2|CHe|, 2Ot QlAl Tt M2 X0l
Hotjetat S0l £ S RE QEAAZMA 2E0 25l
W =L
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